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https://github.com/Agastya8/Major-Project.git

	A
	Major Project
	on
	(Submitted in partial fulfillment of the requireme
	BACHELOR OF TECHNOLOGY
	in
	COMPUTER SCIENCE AND ENGINEERING
	By
	Sundeep Varma(187R1A0558)
	Under the Guidance of
	J. Narasimharao
	(Associate Professor)
	DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
	CMR TECHNICAL CAMPUS
	UGC AUTONOMOUS
	(Accredited by NAAC, NBA, Permanently Affiliated t
	Kandlakoya (V), Medchal Road, Hyderabad-501401.
	2018-22
	DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
	CERTIFICATE
	This is to certify that the project entitle “AUTOM
	The results embodied in this thesis has not been s
	J. Narasimharao                                   
	Associate Professor                               
	INTERNAL GUIDE
	Dr. K. Srujan Raju                                
	HOD
	Submitted for viva voice Examination held on
	ACKNOWLEDGEMENT
	Apart from the efforts of mine, the success of any
	I take this opportunity to express my profound gra
	 I also take this opportunity to express a deep se
	I am also thankful to Dr. K. Srujan Raju, Head, De
	I am obliged to Dr. A. Raji Reddy, Director for be
	The guidance and support received from all the mem
	Finally, I would like to take this opportunity to 
	SUNDEEP VARMA(187R1A0558)
	ABSTRACT
	Reconnaissance denotes the work of information ga
	LIST OF FIGURES
	FIGURE NUMBER
	FIGURE NAME
	PAGE NUMBER
	Fig 3.1
	Project Architecture of the reconnaissance tool
	07
	Fig 3.2
	Use case  Diagram of the reconnaissance tool
	08
	Fig 3.3
	Sequence Diagram of the reconnaissance tool
	09
	Fig 3.4
	Activity Diagram  of the reconnaissance tool
	10
	LIST OF SCREENSHOTS
	SCREENSHOT NUMBER
	SCREENSHOT NAME
	PAGE NUMBER
	Screenshot 5.1
	Service enumeration of the reconnaissance tool
	19
	Screenshot 5.2
	Web attacks of the reconnaissance tool
	20
	Screenshot 5.3
	Subdomain enumeration of the reconnaissance tool
	21
	LIST OF TABLES
	Table Number
	Table Name
	PAGE NUMBER
	Table 6.1
	Test cases of the reconnaissance tool
	24
	TABLE OF CONTENT
	ABSTRACT
	i
	LIST OF FIGURES
	ii
	LIST OF SCREENSHOTS
	iii
	LIST OF TABLES
	iv
	1 INTRODUCTION
	01
	1.1 PROJECT SCOPE
	01
	1.2 PROJECT PURPOSE
	01
	1.3 PROJECT FEATURES
	01
	2 SYSTEM ANALYSIS
	2.1 PROBLEM DEFINITION
	02
	2.2 EXISTING SYSTEM
	03
	2.2.1 LIMITATIONS OF EXISTING SYSTEM
	03
	2.3 PROPOSED SYSTEM
	03
	2.3.1 ADVANTAGES OF THE PROPOSED SYSTEM
	04
	2.4 FEASIBILITY STUDY
	04
	2.4.1 ECONOMIC FEASIBILITY
	04
	             2.4.2 TECHNICAL FEASIBILITY
	05
	                     2.4.3 BEHAVIORAL FEASIBILITY
	05
	2.5 HARDWARE REQUIREMENTS
	05
	2.6 SOFTWARE REQUIREMENTS:
	06
	3 ARCHITECTURE
	3. ARCHITECTURE
	07
	3.1 DESCRIPTION
	07
	3.2 USE CASE DIAGRAM
	08
	3.3 SEQUENCE DIAGRAM
	09
	3.4  ACTIVITY DIAGRAM
	10
	4 IMPLEMENTATION
	4 IMPLEMENTATION
	11
	5 RESULTS
	5 RESULTS
	19
	       5.1 SERVICE ENUMERATION
	19
	       5.2 WEB ATTACKS
	20
	      5.3 SUBDOMAIN ENUMERATION
	21
	6 TESTING
	6.1 INTRODUCTION TO TESTING
	22
	6.2 TYPES OF TESTING
	22
	6.2.1 UNITTESTING
	22
	6.2.2 INTEGRATION TESTING
	22
	6.2.3 FUNCTIONAL TESTING
	23
	6.3 TEST CASES
	24
	7 CONCLUSION & FUTURE SCOPE
	7.1 PROJECT CONCLUSION
	25
	7.2 FUTURE SCOPE
	25
	8 BIBLIOGRAPHY
	8.1 REFERENCES
	26
	8.2 WEBSITES
	27
	8.3 GITHUB LINK
	28
	1. INTRODUCTION
	INTRODUCTION
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	2. SYSTEM ANALYSIS
	SYSTEM ANALYSIS
	System Analysis is the important phase in the syst
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	to be done.
	2.1 PROBLEM DEFINITION
	A detailed study of the process must be made by v
	2.2 EXISTING SYSTEM
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	2.2.1 LIMITATIONS OF EXISTING SYSTEM
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	2.3 PROPOSED SYSTEM
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	2.4 FEASIBILITY STUDY
	The feasibility of the project is analyzed in this
	Economic Feasibility
	Technical Feasibility
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	2.4.1 ECONOMIC FEASIBILITY
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	2.4.2 TECHNICAL FEASIBILITY
	This study is carried out to check the technical f
	2.4.3 BEHAVIORAL FEASIBILITY
	This includes the following questions:
	Is there sufficient support for the users?
	Will the proposed system cause harm?
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	2.5 HARDWARE REQUIREMENTS:
	Hardware  interfaces  specifies  the  logical  cha
	System                       :       AMD A4 or hig
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	Ram                           :       4-GB.or Hig
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	2.6 SOFTWARE REQUIREMENTS:
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	Tool                     :     Vscode,Intellij
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	3. ARCHITECTURE
	3 ARCHITECTURE
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	Fig 3.1 Project Architecture of the reconnaissance
	3.1 DESCRIPTION
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	Live Subdomains Active and live subdomains are fil
	Directory brute forcing : Directory brute forcing 
	Web Attacks :Web Attacks like sql injection ,xss
	3.2 USE CASEDIAGRAM
	User can access the bug bounty module where he can
	Fig 3.2  Use case Diagram of the reconnaissance to
	3.3 SEQUENCE DIAGRAM
	 The bug bounty module is chosen. Domain is entere
	If the user enters the target ip as command line a
	Fig 3.3 Sequence Diagram of the reconnaissance
	3.4 ACTIVITY DIAGRAM
	We use Activity Diagrams to illustrate the flow of
	Fig 3.4  Activity Diagram  of the reconnaissance t
	4. IMPLEMENTATION
	Python code:
	import argparse
	from pickle import GLOBAL
	from time import sleep
	from fpdf import FPDF
	import socket
	import sys
	import re
	import os
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	stg1=False
	mainip=''
	homedir=''
	bbdomain=''
	aldmn1=''
	unqdmn1=''
	lvdmn1=''
	ports=''
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	exploits=''
	versions=''
	webatt=''
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	        # Line break
	        self.ln()
	  # Mention in italics
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	def getdomain(hostname):
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	def isValidDomain(ip):
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	    ser=list(ser.split("\n"))
	    print('\n\n\n***************Ports open********
	    print("Ports")
	    for k in prt:
	        print(k)
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